To connect an L2TP VPN, first go and create a User Account and User group (if preferred):

Getting Started

» Status and Statistics

User Accounts

¥ Administration

Initial Setup Wizard
System
Time

User Groups

IP Address Group
SNMP
Discovery-Bonjour
LLDP

Automatic Updates
Service Management
Schedule

> WAN

» QoS

Local Users Password Complexity

Password Complexity Settings: (¢ Enable

Minimal password length: (Range: 0- 127, Default 8)
Minimal number of character classes: (Range: 0 - 4, Det

The four classes are: upper case (ABCD...), lower case(abed...), num

The new password must be differentthan the currentone: [ | Enat
Local Users

Local User Membership List

| # User Name Group *
o1 Test admin

L 2 cisco admin

o 3 guest guest

Then create an IPSec (Under VPN > IPSec Profiles) profile using these exact configurations:

IPSec Profiles

Edit a New IPSec Profile

Profile Mame:

Keying Mode

Phase | Options
DH Group:
Encryption:
Authentication:

SA Lifetime:

Perfect Forward Secrecy:

Phase Il Options
Protocol Selection:
Encryption:
Authentication:

SA Lifetime:

DH Group:

Test1

Auto Manua

Group2 - 1024 bit v
3DES v

SHA v

28800 sec (Range: 120 - 86400, Default: 28800)

Enable
ESP v
3DES v
SHA1 v

3600 sec (Range: 120 - 28800, Default: 3600)



And enable the L2TP VPN choosing the created IPSec profile:

L2TP Server
L2TP Server: ® on Off
MTU: bytes (Range: 128-1400, Default: 1400)
[ || Group Name
User Authentication: L admin
Address Pool:
Start IP Addraess: | 192.168.3.2 |
End IP Address: | 192.168.3.4 |
DNS1 IP Address: | 8888 |
DNS2 IP Address: 14422 |
IPSec: ® On Off
IPSec Profile: Test1 r
Pre-shared Key: R —
Show plain textwhen edit: Enable
Apply | | Cancel

On your Windows computer, create the new VPN connection and when is created, select Properties.

Put the public IP address of the router under General tab:

=| VPN Connection Properties ﬂ
P

General |Dptions I Security | Metworking | Sharing|

Host name or I[P address of destination (such as microsoft. com or
157.54.0.1 or 3fe:1234::1111):




Under Security, select the following configuration:

g VPN Connection Properties u
| General | Dptions| Security | Metworking | Sharing|
Type of VPN:
[ Layer 2 Tunneiing Protocol with IPsec (L2TP/IPSec) -]
Data encryption:
[Dptional encryption (connect even if no encryption) v]
Authentication

(7 Use Bxtensible Authentication Protocol (EAF)
Properties

@ Allow these protocols

Unencrypted password (PAP)
[T Challenge Handshake Authentication Protocol (CHAF)
[] Microsoft CHAP Version 2 {MS-CHAP v2)

Automaticalty use my Windows logon name and
password {and domain, if ary)

[ ok ][ Cancel

And under Advanced Settings put the PreShared Key of the tunnel:

S VPN Connection Properties [ & |
| General I Option5| Security | Networking | Sharingl
Type of VPN:
[Layer 2 Tunneling Protocal wth IPsec (L2TP/IPSec) -
Data i
i Y
Advanced Properties s u

v |

@) Use preshared key for authentication

Key:  *esssssseszrzzes

(7 Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

[ ok ][ canel |

[ ok |[ cancel |




Then you can go ahead and put your user and password credentials created on the User Account tab on
the router and it should connect:

&« Connect VPN Connection - &

User name: cisco

Password: [ITITITY]
Domain:

[] Save this user name and password for the following users:

Me only
'@ Anyone who uses this computer

(o) (G (Propston ) (o)




